A direct interpretation of the term Internet of Things refers to the use of standard Internet protocols for the human-to-thing or thing-to-thing communication in embedded networks. The Internet of Things (IoT) has become a ubiquitous term to describe the tens of billions of devices that have sensing or actuation capabilities, and are connected to each other via the Internet. The IoT includes everything from wearable fitness bands and smart home appliances to factory control devices, medical devices and even automobiles. Security has not been a high priority for these devices until now. It is now time to establish The Internet of Secure Things. Although the security needs are well-recognized in this domain, it is still not fully adopted in various areas of IoT. In this paper, we will discuss the applicability and limitations of existing Internet protocols.This paper will provide practical advice for consideration as part of the secured product development lifecycle of IOT devices.
and services can serve as potential entry points for c leaving data streams inadequately protected.
The interconnected nature of IoT devices means that every poorly secured device that is connected online potentially affects the security and resilience of the Int amplified by other considerations like the mass ability of some devices to automatically connect to other devices, and the likelihood of fielding these devices in insecure environments.
As a matter of principle, developers and users of IoT devices and systems have a collective obligation to ensure they do not expose users and the Internet itself to potential harm. Accordingly, a collaborative approach to security will be nee IoT security challenges that are well suited to the scale and complexity of the issues.
Types of IOT
• Wearables: battery-powered smartphone devices that don't require their own connection to the web • Media: music and movies • Home automation: low latency interactions (sub 100ms) mean round possible; strong need for product interop • Smart appliances: products requiring their own direct network con service.
Wi-Fi
Wifi stands for "Wireless Fidelity". It is based on the IEEE 802.11 standards.Devices that can use Wi computers, video-game consoles, smartphones players and modern printers. Wifi provides of data. Moreover, there is a large number above reasons the use of Wi-Fi is expanded to IOT. Where it is used as a network by the IOT devices to connect with each other and to the internet. IEEE 802.11n standard of WIFI offers serious throughput in the range of hundreds of megabit per second, which is fine for file transfers Therefore, Wifi is not a good choice wher and services can serve as potential entry points for cyber attack and expose user data to theft by leaving data streams inadequately protected.
The interconnected nature of IoT devices means that every poorly secured device that is connected online potentially affects the security and resilience of the Internet globally. This challenge is amplified by other considerations like the mass-scale deployment of homogenous IoT devices, the ability of some devices to automatically connect to other devices, and the likelihood of fielding these As a matter of principle, developers and users of IoT devices and systems have a collective obligation to ensure they do not expose users and the Internet itself to potential harm. Accordingly, a collaborative approach to security will be needed to develop effective and appropriate solutions to IoT security challenges that are well suited to the scale and complexity of the issues.
powered smartphone peripherals aligning around Bluetooth LE, but also devices that don't require their own connection to the web low latency interactions (sub 100ms) mean round-tripping to the web isn't duct interop products requiring their own direct network connection, with a tightly coupled 
II. IOT PROTOCOLS
Wireless Fidelity". It is a technology for wireless local area networking standards.Devices that can use Wi-Fi technology include personal smartphones, digital cameras, tablet computers . Wifi provides fast data transfer and the ability to handle high quantities large number of infrastructure available for WIFI. Because of all the expanded to IOT. Where it is used as a network by the IOT devices to connect with each other and to the internet. offers serious throughput in the range of hundreds of megabit per transfers but may be too power-consuming for many IoT applications. Therefore, Wifi is not a good choice where the power is amajor concern [8].
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The interconnected nature of IoT devices means that every poorly secured device that is connected ernet globally. This challenge is scale deployment of homogenous IoT devices, the ability of some devices to automatically connect to other devices, and the likelihood of fielding these As a matter of principle, developers and users of IoT devices and systems have a collective obligation to ensure they do not expose users and the Internet itself to potential harm. Accordingly, a ded to develop effective and appropriate solutions to IoT security challenges that are well suited to the scale and complexity of the issues. peripherals aligning around Bluetooth LE, but also tripping to the web isn't nection, with a tightly coupled wireless local area networking with devices nology include personal tablet computers, digital audio handle high quantities of infrastructure available for WIFI. Because of all the expanded to IOT. Where it is used as a network by the IOT devices offers serious throughput in the range of hundreds of megabit per consuming for many IoT applications.
Bluetooth
Bluetooth is a wireless technology standard for exchanging data over short distances. It was built to work as a PAN(Personal area network). In IOT, It is the expected choice to connect the wearable devices, smartphone with the home Appliances The new Bluetooth Low-Energy (BLE) or Bluetooth Smart is asignificant protocol for IoT applications. Importantly, it offers asimilar range to Bluetooth it has been designed to offer significantly reduced power consumption.
Zigbee
ZigBee is an IEEE 802.15.4-based specification which is used to provide high-level communication protocols used to create personal area networks with small, low-power digital radios, such as for home automation, medical device data collection, and other low-power low-bandwidth needs, designed for thesmall-scale project which needswireless connection.ZigBee, like Bluetooth, has a large installed base of operation, although perhaps traditionally more in industrial settings. IEEE 802.15.4 is an industry-standard wireless networking technology operating at 2.4GHz targeting applications that require relatively infrequent data exchanges at low datarates over a restricted area and within a 100m range such as in a home or building.
Z-wave
Z-wave is the wireless communication protocol primarily used for home automation. such as lamp controllers and sensors among many others. It is low power RF communication technology which is optimized for reliable and low-latency communication of small data packets with data rates up to 100kbit/s, it operates in the sub-1GHz band and is impervious to interference from WiFi and other wireless technologies in the 2.4-GHz range such as Bluetooth or ZigBee. It supports full mesh networks without the need for a coordinator node and is very scalable, enabling control of up to 232 devices. Z-Wave uses a simpler protocol than some others, which can enable faster and simpler development, but the only maker of chips is Sigma Designs compared to multiple sources for other wireless technologies such as ZigBee and others.
IPv6
Internet Protocol version 6 (IPv6) is the recent version of the Internet Protocol (IP). It is a communications protocol that provides an identification and location system for a device on networks and routes traffic across the Internet. It was designed to solve the problem of IPv4 exhaustion.It extends the IPv4(Internet protocol version 4) from 32 bit to 64 bit of IPv6.
III. IOT SECURITY PROBLEMS 3.1 Wi-Fi
IOT devices have a great interaction with ahuman. These devices store and transmit serious information over a network. Using Wi-Fi as a network protocol in IOT can be very harmful since there are very serious security flaws in the Wi-fi which can make the network highly insecure and allow the attacker to perform some unwanted actions. Security Issues in Wi-Fi [11]:
• It needs a security password to connect to a Wi-Fi network. The Security provided by the Wi-Fi protocol are WPE, WAP, and WAP2. All these security techniques are not secure enough to prevent an attack to steal the Wi-Fi key and enter into the network. • Wi-Fi network is highly vulnerable to DOS(Denial of service) attack. Once the attacker becomes a member of the Wi-Fi network. He/she can transmit the junk packets into the network jam the entire channel and the channel will not available for the other devices to communicate with each other.
• SinceA large number of information is transferred between the devices over a network. And in a network, it is not a very difficult task to deceive other devices. By doing so, anattacker can receive all the messages intended for someone else. • In IOT, there may be devices in a local network which require internet access to work properly.
Once the attack is the legitimate user of the network. He can block any of the devices to connect to the internet.
Bluetooth
Security threats in Bluetooth can be divided into three major categories [1] as follows:
• Disclosure threat: The information can leak fromthe target system to an eavesdropper that is notauthorized to access the information. • Integrity threat: It is the threat to the integrity of the data which is being transferred.
• Denial of Service (DoS) threat: This threat targets the availability of the services provided by the devices. It can stop the devices from providing the services.
Nowadays, it is also possible to transform a standard Bluetooth dongle into a full-blown Bluetooth Sniffer. Tools for reverse engineering the firmware of Bluetooth dongles are also available. The tools include a disassembler for the official firmware and an assembler that can be used for writing a custom firmware. With these tools, one can now write a custom firmware for CSR based Bluetooth dongles to include raw access for Bluetooth sniffing.
Some of the reported attacks on Bluetooth [1] are:
• MAC Spoofing Attack Among all passive attacks, the most frequently reported attacks are classified as MAC spoofing. Malicious attackers can perform MAC spoofing during the link key generation while Piconets are being formed. Assuming the attack is made prior to successful pairing and before encryption is established, attackers can easily intercept data intended for other devices. Attackers, with specialized hardware, can easily use spoofing to terminate legitimate connections or capture and/or manipulate data while in transit. Bluetooth SIG did not provide a good solution to prevent this type of attack. They only advised the users to do the pairing process in private settings. They also suggested that a long, random, and variable PIN numbers should be used.
• Man-in-the-Middle/Impersonation Attack The man-in-the-middleattack actually involves the modification of data between devices communicating in a Piconet. A Man-in-the-Middle attack involves relaying of authentication message unknowingly between two devices in order to authenticate without knowing the shared secret keys. By forwarding the message of two devices trying to pair, an attacker will relay two unique link keys. By acting between two devices an attacker can trick two devices into believing they are paired when in fact they have paired with the attacker. The suggested solutions to this kind of attack involve incorporating more Piconet specific information into the pairing process. For example, timestamps and nested mutual authentication can be used to determine the legitimacy of a device's challenge before responses are sent in return.
• BlueJacking Attack
Bluejacking is the process of sending unsolicited messages to Bluetooth-enabled devices. This does not involve altering any data from the device, but nonetheless, it is unsolicited. Devices that are set in non-discoverable mode are not susceptible to Bluejacking. In order for Bluejacking to work, the sending and receiving devices must be within 10 meters of each other. While this method has been widely used for promotional purposes, Bluetooth device owners should be careful about not adding the contacts to their address books. Bluejacking is usually not done with malicious intent. Repetitive spam messages can be annoying to the user. In some cases, Bluejacking can render the product inoperable. This can also open the door to a variety of other attacks.
• BlueBugging Attack A BlueBugging attack means that an attacker connects to the target device (typically a Bluetooth mobile phone), without alerting its owner, and steals some sensitive information.
Assuming an attacker has full access to the address translation (AT) command set available in GSM (Global System for Mobile) an attacker can exploit the AT commands. It means that the attacker can, in addition to stealing information, send text messages to premium numbers. Hence the attacker can initiate phone calls to premium numbers, write to phonebook entries, connect to the Internet, set call forwards, try to slip a Bluetooth virus or worm to the target
Zigbee • Physical attack
If a knowledgeable attacker can gain physical access to a device containing a ZigBee radio, chances are good that they can compromise it. What makes physical attacks so effective is being able to interact physically with the device to obtain an encryption key used by the target ZigBee network. Many ZigBee radios use a hard-coded encryption key that is loaded into RAM memory when the device is powered. Since these keys are typically written (flashed) on all the devices in a ZigBee network, it's highly unlikely that the keys will ever be changed. Knowing this, attackers can utilize special serial interfaces on the ZigBee device to attempt to capture the encryption keys as those keys are moved from flash to RAM during power up. There are numerous low-cost and open-source tools that make this form of attack within the grasps of any attacker. Two of the most popular are Bus Pirate and GoodFet.
• Key attack Other forms of key attacks are possible by utilizing remote means to obtain encryption keys. ZigBee radios often use one of two encryption key methodologies to ensure that devices have the appropriate keys to talk to each other. These methodologies are known as pre-shared keying and Over the Air (OTA) key delivery. Larger, more sophisticated ZigBee networks will typically utilize OTA for security and ease of updating.Unfortunately, this methodology can be attacked by having a device that mimics a node on the ZigBee network and collects the network's wireless transmissions. The collected packets can be further analyzed or potentially decrypted using thefree and open-source equipment.
• Replay and Injection Attacks
Key-based attacks can be blended with packet replay and/or injection attacks to trick the ZigBee device into performing unauthorized actions. ZigBee radios are susceptible to these types of attacks because of the lightweight design of the protocol, which has very minimal replay protection.
Zwave
The Z-Wave wireless communication protocol has been widely used in home automation and wireless sensors networks. Z-Wave is based on a proprietary design and a sole chip vendor. There have been a number of academic and practical security researchers on home automation systems based on ZigBee and X10 protocols, however, no public vulnerability research on Z-Wave could be found prior to this work. Zwave protocol which is being used in IOT is vulnerable to be intercepted badly(Using Z-force) which can be used to find the cryptography algorithm used and the parameters to calculate in this header value. Z-force device can enable the attacker to extract the important information like the size of authentication field, Payload length. In paper [3], the author was able to breach the security of z-wave protocol using the Z-force device and was able to control all steps of key exchange protocol and run it with their own network key. This analysis allowed them to reset the network key on their target z-wave door lock and open the door from outside.
IPv6
Ipv6 is the extension of ipv4 which extends ipv4 from 32-bit address to 64-bit address. Analysts predicted that there will be 30 billion of IOT devices will be connected to the internet. Because of this large number of devices ipv4 is an impossible choice. This is why IPv6 comes into therole. But, the Internet is highly dominated by IPv4 and ISPs and Vendors lack the IPv6 security functionality. Since thealmost internet is using IPv4 there is need of conversion from IPv6 to IPv4. Which also open a security hole in IOT.
IV.
COMBATING SECURITY THREAT Security problems which are faced by the WIFI are very serious. The Password provided by the manufacturer are significantly easy and can be easily hacked. The manufacturer should provide the difficult password or must be set by the user at the time of the installation.Using WEP as an encryption technique to secure the messages transferred over the network is not a good idea because breaking WEP encryption is fairly easy. The security key of the WIFI network running on WEP can be hacked easily is less than 15 minutes. This problem of WIFI can be reduced by upgrading the wireless encryption to virtual private Network(VPN).Securing the SSID is very important since it can be easily hacked with the help of a sniffing tool. In order to secure it, encryption tool can be used like RADIUS. In order to provide the Bluetooth, first line of defense is to provide an adequate level of knowledge and understanding for the users of Bluetooth-enabled devices. Users should understand the security policies that address the use of Bluetooth-enabled devices and their own responsibilities. Default settings provided by the Bluetooth vendors are generally not secure. Hence needed to be reconfigured. To prevent the long-range attacks, Bluetooth devices are to be set to the lowest necessary and sufficient power level so that transmissions remain within the secure perimeter of the desired network range.
The use of shared unit keys can lead to successful Man-In-The-Middle attacks. So, using combination keys are safer for the purpose of link keys. Securing the transmitted data over Bluetooth is also very important. Link encryption should be used to encrypt the data which is to be transmitted.The key which is used for the encryption must be set to the maximum allowable limit.
The following preconditions must also be implemented during the manufacturing of the product • Device tampering: A tamper-resistant node could erase the sensitive information including the security keys if tampering is detected. • Key transport: The default TC link key should not be used since this key is considered as public knowledge and therefore provides the same level of security as unencrypted key transport. • Key establishment: The master keys used during key establishment shall be distributed via outof-band channels." That could be accomplished by something as simple as a sticker with the master key being attached to the device for the user to enter during setup. • Key rotation: The security of the communication is dependent on the secrecy of the network key and of the link keys. The network key shall be changed periodically. Key management in the form of changing the network key in a meaningful time period or after a certain number of
